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Z N ARBRER T

bk ER KA SR FREAMDNIE % % [ODF + & Web g = ]

(-)andx
Fhroot iy g M fs 0 AFN T AR AR E A s iF o
# yum update -y
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
....... (2 B AT Avd )
Complete!
2o A RE E A s 0T o
()R ER iR
dat SRR G R B b b RERAMP M b VR 4p 4

47 L
# systemctl disable firewalld

# systemctl stop firewalld

-16-



(= )# B selinux

X FH P selinux 4] > ERALLTEVIMBEEZ A A RREI L L8R
1B :

# yum install vim -y

# yum install net-tools unzip -y

# vim /etc/selinux/config

NMmEZ G 2 0 2 e B F TS 7 {7 enforcing eh3t oo M- F PG

[disabled)] & 4T 46 > %iEx 15 FHE o

ELINUX=disablefi

(= )Vim %BIEBenf 2@ % 3 N g™ @

xo 4 b DRTHS] B RIS AT A
iy [SRERCS] o T UEE ~ 2 % (1548 backspace &) F &
Tu g w AR - s T e

BT 25 Ty, g AER- i
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"ESC, 4t ¢ v | [HFEH )
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4T TESC, stw sl [MFEHS] 8 246> [wall 263~ 25T
[Enter] 4tié 2 2 iR E « HY Wit 28 » » g &prd > 1R L5437 o
ﬁr%ﬁ]/\ (W] 2 &8~ B F AvVvimBHEETS ,35,;;],\ [q) & & 3F vim %ik

®ho o [l #2TTHF7 R~ EERINAERL -

()% £ WIinSCP % ¢+

AR AT EZITEITEMS > Bt [ODF < £ Web o+ ~ i) 49 M
B GADIRG kT JURMARR 0 T JUBRP b

A B g sk http//www.ndc.govitw > 31 & £ 5% > A#HRGE > B 2R
(Open Document Format, ODF) > # 32 ODF < # V41 £ > 2= %81 £
TRAHE o FAPAHRL B AL LhLinux A > & Windows T L
% TWIinSCP j 221 57 » TR F audlgde™ !

https://winscp.net/eng/download.php

P BATHMR R 517 E REBE G T T PSR

18-


https://winscp.net/eng/download.php

WinSCP 5.17 Download

Advertisement
@ X

Free Writing
Assistant

Grammarly

Grammarly helps you connect with others
and reach your goals

DOWNLOAD

Advertisement
@ X

Write With Confidence

Grammarly

Check your grammar, spelling, and
punctuation instantly with Grammarly

DOWNLOAD

WInSCF 5.17 is a major application update. New features and enhancements include:

» Improvements to sessions and workspace management, so that WinSCP can now easily restore tabs that were open when it was last closed.

« Hardware-accelerated AES.

» Extension Archive and Download to archive remote files and download the archive.

= Improvements to Synchronization checklist window.
» Allowed sorting of find results.

+ SSH core upgraded to PUTTY 0.73.

» The binaries are signed with new EV certificate valid until February 2023.

» List of all changes.

DOWNLOAD WINSCP 5.17 (18.6 MB)

39,637 downloads since 2828-82-18

A
el

s

Get it from
OTHER DOWNLOADS

B Microsoft

What is this?

A E R T E KE T Windows ¢ L33 A TE v 3F WIinSCP # { &<k

FEE T o BT AR [RERR] SFe
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™, FE - WinSCP —

B
TEHEIE T —F 201  SESEPE L T &

HHELIT ERRGE - LR R e ERE

i ) - ) )
||'rnu can also review this license and further details online at: -
https: /winscp. netleng/docs license

A, GNU General Public License
B. License of WinSCP Icon Set
. Privacy Paolicy

A, GMU GEMERAL PUBLIC LICENSE
Version 3, 29 June 2007

HEAH) B7H

AT [RE) b #FT - Hhde o FER [LUTE] TP BT kg g

rEAEE [T-H)] BRI EFENER BT [22] o

B, ZFE - WinSCP — x

£ 2
BT EERR Y

(@) saBITEE(T) GRIR)
- Z4EF|E 5 Badith
-EiE ARt
- B AR BUs BUThAE
O BT
- LIFERIERRAZEE BROHE  STAFFOThAEE

SHEAH) < E—#@) | TN > || RTiH
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™, =& - WinSCP —

HE R R RS WinSCP

%nSCF‘ R EEEERY - PR EEmRITT#ITH 42

PHE [SERE] ERITisiE
[v] Br&h winscP

[1RREY [¥0:RiER | BEmE)
1R BN WinsCP BE3E

FHERFE 0 §EHE WINSCP ek T & v 372 322 [ 5] Ty~ A
Borfh Y E LA RBEFTA(RKE £ ODF 2 & Web g * = i

Server) 28T [F »] 4;3.,?“? VE-RNERE B
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- FEEEL : SEBER)
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EREREL : THE(P) :
|rDDt | |||||||-||||-|| |
Es |- #PED)... |v
TEM wHM v ) |- RAES $HeH
Frs- BEs §FIEEmUL T [A(Y)] 8058 - BT kT 0
R H G 0 g PRRRT 0l WInSCP etk b @ FID b o 54

= ODF < it Web i * = it i $3p -

* SEEEEEAAEERE

=
= =

? .

EErHemItRTEs? -
ERRLERRTIZARENIRSSN - BEREIERESETLI BN

EEE#EN Ed23319 ZHEEEDOT -

BEEE -

SHA-256 :

MD5 -

NREEEE= % EEETE,

BoEEET

ssh-ed25519 256

OFb|SvE0T7a2l43m/MeEQ4UuAG/FXmkdR4/blYwTbHI=
02-5e:06:23:b8:96:a8:d0:be:c2-43:db:ae:59:81:50

FENEES BEE TEE, -

=)

I+

- EESMAETRTRMIIRRIE

B RS IR R RS TR (C)

Z(N) Eia
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> % Windows 5% P &% > +

B

B 325 - root@192.168.3.100 - WinSCP - o x
CEB(L) BDM BRE ET0 LERERO ZE0) ERER RAH
WERE AP (E @ [Gen- emc - & -
[ root@192.168.3.109 [ FFI il
HETIHE T EBE i o e DeEsss %
- X A L B | B - HE I
froot/
=3 FoULE =i |
el tEEs ||k 2018/10/23 T 07-23
lI5Express ERER [ ] anaconda-ks.cfg 2KB 2018/10/23 T 07:23
MobaXterm BEER
Maobizen BEEN
My CamStudio Temp Files EEER
My CamStudio Videos BEER
My Web Sites EEEy
Visual Studio 2017 EEEH
E3] Office F BEEN
fE:ET EREH
_| |
| | N |
| || |
n
|
. | v
< > < >
0B/1.71GBE0/22 BEE 2EEEEE 0B/158KB=E0/1EEE 7 EEEEE
& sFrP-3 E] 00027
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F % EODF & Webp? 2t 28
#11* WIinSCP #- [ODF <~ & Web g * ~ ¢ ] pM % X% 2+ @1 Linux i 4

R T T

# cd /root
# unzip NDCODFWEB-V1.3.zip
# cd NDCODFWEB-V1.3/ndcodfsys
# yum localinstall gumbo* -y
# yum localinstall ndcodfsys™ -y
N FEINR
# cd /root/NDCODFWEB-V1.3/poco
# yum localinstall poco* -y
=~ X% ODF = ¢t Web f# ~ it 3 &5\
# cd /root/NDCODFWEB-V1.3/ndcodfweb

# yum localinstall ndcodfweb* -y
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~ fc#> ODF » i Web % ~ i 3 255 ¥ K

# systemctl enable ndcodfweb
# systemctl restart ndcodfweb
% ILT gp £ RV UEESLAT e 1 RIS LT ¢ B gl oy £ 0T

# netstat -tinp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 0 00.0.0.0:22 0.0.0.0:* LISTEN 748/sshd

tep 0 0127.0.0.1:25 0.0.0.0:* LISTEN 902/master

tep 0 0 127.0.0.1:9981 0.0.0.0:* LISTEN 26766/ndcodfweb
tcp6 O 0::80 i LISTEN 744/nttpd

tecp6 0O 0::22 i LISTEN 748/sshd

tcp6 O 0:1:25 r LISTEN 902/master

tcp6 O 0 :::9980 o LISTEN 26766/ndcodfweb

4od 1130980 71 7 - & [ODF < # Web i * =~ i ] PRfx2 fxdhs » [§F

Rt ko ku o BOPRAIRIRA_E V¥ ELE o
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% - % % ODF < it Web s * ~ 2 epaikis 3 FFicdl

- R EAAEHR
(- )PHP % %
% % 9 AMP(Apache ~ MariaDB 2 PHP)Z # » #] & CentOS 7 % 9 PHP
MR EREBRD KD BFTNTRA S M 4 T

# rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

# rpm -ivh http://roms.remirepo.net/enterprise/remi-release-7.rpm

Frds AT PHP ehz & B > f1 % vim 2 2238 2 4% -
# vim /etc/yum.repos.d/remi-php72.repo

i+ % 9 7 eenabled=0 :z 5 [enabled=1])] ¥ S #HHF -

name=Remi's PHP 7.2 RPM repository for Enterprise Linux 7 - $basearch

://cdn.remirepo.net/enterprise/7/php72/mirror

i=f1le:///etc/pki/rpm-gpg/RPM-GPG-KEY - rem1

# yum update -y

# yum install php php-mysql php-gd php-ldap php-odbc php-pear php-xml php-

xmlrpc php-mbstring php-snmp php-soap curl -y

% R hitpd PRI > 47 £ 4o T
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# systemctl enable httpd

# systemctl restart httpd

(= )MariaDB FH# E % %

BT Ok&F KT A MariaDB - 45 4 40T

# yum install mariadb mariadb-server -y

* e MariaDB PR3 > 4p 4 4

# systemctl enable mariadb

# systemctl restart mariadb

T Kiae 41t MariaDB ek 0 4p 4 40T
# mysql_secure_installation

€ MM T L

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and

you haven't set the root password yet, the password will be blank,

so you should just press enter here.

Enter current password for root (enter for none):(3% enter 4& 4:-5)

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
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root user without the proper authorisation.
Set root password? [Y/n] Y + Enter 4&
New password:ﬁi?] > ¥ - ZFAHREEER (root) R + Enter &
Re-enter new password:ﬁl >FZXFHREEEER (root) %@ + Enter &t
Password updated successfully!
Reloading privilege tables..

... Success!
By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
Remove anonymous users? [Y/n] Y + Enter 4t

... Success!
Normally, root should only be allowed to connect from 'localhost’. This
ensures that someone cannot guess at the root password from the network.
Disallow root login remotely? [Y/n] Y + Enter &

... Success!
By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.
Remove test database and access to it? [Y/n] Y + Enter 4

- Dropping test database...

... Success!
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- Removing privileges on test database...

... Success!
Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.
Reload privilege tables now? [Y/n]] Y + Enter &

... Success!
Cleaning up...
All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

2 FREL EEL

—_—

A R)iE @ ERRIR TR root $E > - TEFRRE T H o

#*¥ % X phpMyAdmin iz 2 % F 4 & hMariaDB g 321 & » % K45 £ 40T
# yum install phpMyAdmin -y

F* vim S $E/etc/httpd/conf.d/phpMyAdmin.conf p % » T 3xfz ™ ap % (= 5
HKH 1M1 %2817) viFpid s apeflls » phpMyAdmin :

[..]

Alias /phpMyAdmin /usr/share/phpMyAdmin

Alias /phpmyadmin /usr/share/phpMyAdmin

#<Directory /usr/share/phpMyAdmin/>
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# <IfModule mod_authz core.c>

H*+

# Apache 2.4

H*+

<RequireAny>

# Require ip 127.0.0.1
# Require ip ::1

# </RequireAny>

# </IfModule>

# <IfModule !Imod_authz core.c>
# #Apache 2.2

#  Order Deny,Allow

# Deny from All

# Allow from 127.0.0.1
# Allow from ::1

# </IfModule>
#</Directory>

FAGE T G b A TR

<Directory /usr/share/phpMyAdmin/>
Options none
AllowOverride Limit
Require all granted
</Directory>

[.]

TR > B £ RTECH R T FPR B PRIE o
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# systemctl restart httpd
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phpMyAdmin s F » A< 2 5 6) 0 %~ F 6 4o ¢
http://yourserverip/phpMyAdmin

4| A0

T HEAE:

| root |

EiE:

[TTT Y] |

phpMyAdmin |~ IS
HEE0 e U mpss | L osoL G ke o mEE S EE 2 EA S wr U &E o 2y | v 58
REEE BORE

B

BT .
) information_schema & IEREE - fEERZE: Localhost via UNIX socket

. = : . . . « {AIRREZEER: MariaDB
) mysql = ARERERMESE @ | utfombd_unicode_ci v e & bt araOB - MaraDE Server
| performance_schema e

« {FHE: root@localhost
FEFE . FERSEERE UTF-S Unicods (utfs)

E % - Language @) ‘ thr - Chinese traditional v |

« Apache/2.4.6 (CentOS) PHPIT.2.28
. » i&fEE R B libmysqgl - mysgind 5.0.12-
- HEAA | 82% v dev - 20150407 - Sld:

DEE: | pmahomme '|

3591daad22de08524295e1bd073aceeff11e6579
$

S EERE
* PHP{ETE{: mysqli @
» PHP RE# : 7.2.28
phpMyAdmin
o pEAigHl 4.4.15.10
v PREEH GO
v EEEET
» BESEE
+ HEl
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7! {A k3% localhost

phpMyAdmin
omed e J aRE L st G H:REEQE.EE = EA S OBE Y ES
hfFEE  HiEE

(=
= e
8 T *EE$E(§FH%
'T__ 4 information_schema
T mysql B EE B S RS B
+ y performance_schema O root 127001 & = & wiEE = E

PRIVILEGES 2 £ iR — B
PRIVILEGES L RERE = EL

[ root :1 H a4

) root localhost
t_ Dz EgpEs 5=t
— |
8 e

— & MSREGEEE

(BBPREEFE iR TR AERIRAERE ©)
L WiEREEfEEEFE SR ERE

- A

"localhost | -

B

— BAER
e EF ST T IR v | ndcodfweb |
= {6 A S v | localhost | Lt
T
{%Eﬁg$7‘:—fiﬁ v (TTITITT] |
EEH. |
BT £ | |
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ppu}

e

£

=

4{ FIERE ¥ e I

GEE MySQL {EREEE L E T .
— ER e | =

W seLecT ¥ cReATE W GRanT

¥ InsERT ¥ aLTER ¥ super

¥ uppaTE ¥ 1nDEX ¥ process

W DELETE ¥ Dprop ¥ RreLoaD

W FILE |¥ CREATE TEMPORARY TABLES W sHUTDOWN
¥ sHow VIEW W SHOW DATABASES
[#| CREATE ROUTINE ¥ Lock TaBLES
¥ ALTER ROUTINE ¥ REFERENCES
¥ Execute W REPLICATION CLIENT
¥ CREATE VIEW ¥ REPLICATION SLAVE
¥ EvenT W CREATE UsER

FET 7Y ¥ TRIGGER

Bshe R ERT RT [RE) RS SR L
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VB R T L b

S

v EERE T — R EAE

CREATE USER 'ndcodfweb'@'localhost’

IDENTIFIED BY '***';GRANT ALL PRIVILEGES ON *.* TO
"‘ndcodfueb’ @ localhost® IDENTIFIED BY "***' REQUIRE NOME WITH GRANT OPTIOMN MAX_QUERIES_PER_HOUR @
MAX_CONMECTIONS_PER_HOUR @ MAX_UPDATES_PER_HOUR @ MAX_USER

_CONNECTIONS @;

[TRiwes ] [ #weg ] [ B4 PHP 325051
(T )i 4t FTHE

FE ~ BIk|ZE 2 g phpMyAdmin ?Iﬁ'iém B EF ek o [FHRE] 0 F
w223 FRE]) S fivizE » [ndcodfweb] [ ez Hp] ) ik inig
# [utf8 unicode ci)] » &fedHi™ [Ex]) 4z o

ERE| Al saL (4 e s EEE = BEE W& EA S BE Y HZ

o B EHE ©
ndcodfweb

utfé_unicode_ci
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phpMyAdmin
e ¢
ERREE  HRE

[ 37t
i o Hhig

+_ | information_schema
|]-IE_I_._ . mysgl
~L  ndcodfweb

+_  performance_schema
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=~ %X %XODF* it Web~#d g* s Rl
(- )2 0% EH %
BRIkl e @i "NDCODFWEB-V1.3.zip ) #h%k @ fARHF2 16 ¢ 7 T H% o
# cd /root/NDCODFWEB-V1.3
#ls -la
» odfweb-1.3.tar.gz
BV TEET SRS B
S LE I
# cd /root/DCODFWEB-V1.3/
# cp odfweb-1.3.tar.gz /var/www/html
# cd /var/www/html
# tar zxvf odfweb-1.3.tar.gz
# chown apache.apache -R odfweb-1.3
# mv odfweb-1.3 odfweb
# rm odfweb-1.3.tar.gz

m: £ F B L% ‘odfweb-1.3.targz'? Y + Enter 4t
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B AR EETRTFHEE FREEER
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Fhp Fhdet gy [y 5 t4] 2 [$8] ot BT > 5 B EG
G (s 2 B FE] £4 [MySQUMariaDB] &2t i » 12§ = 33

B¥EE -
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389 S

F£2f DC=ossiitest, DG=com,DC=tw

......... Save Credentials

DC=ossiitest,DC=com,DC=tw

, [ Base DN s Base DN

FEEL LDAPEERE (2R TEHER)

2T RRET THY AT - BRETHREF

FiEE  BEEE  EAATRE B i Expert
Listing and searching for users is constrained by these criteria:

Only these object classes: person

The most common object classes for users are
organizationalPerson, person, user, and inetOrgPerson. If you are

not sure which object class to select, please consult your directory
admin.

REpBeRHE o

Schema Admins
Server Operators
Storage Replica Admin

ol {REELDAP Query.

LDAP 3[EqS:  (&((objectclass=person)))

SR B E M R

HERR@ EE i e
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SUEEEERE:  jE=En

Read-only Domain Controllers E—
Remote Desktop Users =R

Remote Management Users
Replicator

Schema Admins

Server Operators

Storage Replica Administrafors

N ZEEELDAP Query

LDAP BE2s: {&{|{0bjectc|as =person)){|(|(memberof=CN=27—7%L,0U=

pEmETsEEELY 233 EE \
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EREFE  REELEE

LDAP /AD #5&

Eirez ERE BANRE - FE

€2 \EUF ODF Web S (#EATTEE - EREITEIERIIERZ:

LDAP/ AD EEExfE: ¥

LDAP / AD EF &% ||

Ak

HEiElE: HEBEE

N ZEEEL DAP Query

LDAP:EE2ZS:  (&(&(|(dbjectclass=person))(|(|(memberof=CN=275—
L OU+ZFEEl DC=ossiitest,DC=com,DC=tw)
(primaryGrouplD=1107))(|(memberof=CN=Z7% _FL0U=
Z 7230 DC=ossiitest, DC=com,DC=tw)
(primaryGrouplD=1108))))(samaccountname=%uid))

mary L R

tExER @ ET i |15

Ay

FREAB - B fRgw Ll

User not found. Please check your login attributes and username. Effective filter (to copy-and-paste for command-line
validation):
(&(&(|(objectclass=person))(|(|(memberof=CN=2ZF5—#: OU=2ZF£Z[,DC=o0ssiitest, DC=com,DC=tw)
(primaryGrouplD=1107))(|(memberof=CN=2£55 — 7L OU=227Z] DC=o0ssiitest, DC=com,DC=tw)
(primaryGrouplD=1108))}))(samaccountname=marytest))

-58-



#7T Ty e AT - F o rE & T %iE LDAP Query ; T "(|(ou=

*7x3%)), » &+ TVerify settings and count the groups | v & & -

LDAP /AD #&
EEE  EEE  DANSE B4

Groups meeting these criteria are available in E7//F ODF Web ZZ{&EE T

R Expert
Only these object classes:
HitEgaE:
>
<
ol #E88L DAP Query
(I(ou=27520))
Y
Verify settings and count the groups | #%E] 1 B#4E
gEwH @ BED i 3785
N2 \ N 25 [ 27 = 7. 4 ’ 2 73 -
Zats o i AD P ERPRIF RS S 1 1T N2 R & * - ERFLE > >
;\1 e s G '%’

AE MHEE LB 4 TR LA\ o
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SRS EaE
Gl ﬁ“ { #7:57NDCODFWEB-V1.x.zip /& é{ﬁﬁ% I P BR8P E(r b RAR
% froot P > T ORFED BT )T ﬁ"é@‘{ﬁ °
# cd root

# unzip NDCODFWEB-V1.x.zip

# cd rootNDCODFWEB-V1.x/ndcodfsys

FAARRE P S AR ALTE - R FUATHRIRA LA FRT AT

L o

>
4

# rpm -qga | grep gumbo-parser — 4% T §t drgumbo-parser & & { ATR| F £ -

B o

# rpm -qa | grep ndcodfsys — 4% T §*fndcodfsys k& { ATRIF & & o
HBdp 4 e

# rpm -Uvh *.rpm

# cd /root/NDCODFWEB-V1.x/poco

- RGARILREL > 3 AT FR A s Ay LdeT oo

# rpm -Uvh poco*.rpm

# cd rootNDCODFWEB-V1.x/ndcodfweb

# rpm -Uvh ndcodfweb*.rpm

£ & { #7odfweb L A2 5 jafRdeT
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B AL & i /var/www/html/odfweb p 4% > 2 54 40T
#cd /var/www/html

# tar cvzf odfweb-backup.tar.gz odfweb

- T AR 0 & % phpMyAdmin ® ) > £ g £ deT
# cd /var/www/html

# tar cvzf odfweb-db-backup.tar.gz /var/lib/mysq|

# cd /var/www/html/odfweb

o R

# sudo -u apache php occ maintenance:mode --on
i (72 B 0 LR ATHhcOpy 2 4 P & 4 4 4r T !
# cd /root/NDCODFWEB-V1.x

# tar zxvf odfweb-1.x.tar.gz

# cd odfweb-1.x

# \cp * -a /var/www/html/odfweb

# chown apache.apache /var/www/html/odfweb -R

# cd /var/www/html/odfweb

# sudo -u apache php occ upgrade

s % &7 7 [Update Successful] £ = &= 5 o
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PP AR
# sudo -u apache php occ maintenance:mode —off

Ao Xs > £ MEE PR o0

-~
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L~ R fi A% (GCB)3Y <

https://www.nccst.nat.gov.tw/GCBDownloadDetail?lang=zh&seq=1014
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